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Disclaimer

> The purpose of this communication is to provide general information of a legal nature.
It does not contain a full analysis of the law nor does it constitute an opinion of
Nagele Rechtsanwalte GmbH on the points of law discussed.

> You must take specific legal advice on any particular matter which concerns you. If
you require any advice or further information, please speak to your usual contact at
Nagele Rechtsanwalte GmbH.

> Alle Angaben des Vortrages und dieser Prasentation erfolgen ohne Ge-wahr fUr die
inhaltliche Richtigkeit und Vollsténdigkeit. Die Uberlassung der Prasentation erfolgt nur
fOr den internen Gebrauch des Empfangers.

> Der Vortrag und die Prasentation stellen keine Rechtsberatung dar. Diese muss
individuell unter Bericksichtigung der Umstande des Einzel-falls erfolgen.
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Agenda

> What is a smart contract?

> Is a smart contract a legal contract?
> Code is law?

> Case study

> Conclusion
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WHhat is @ smart contract?

> A smart contract is a set of promises, specified in digital form,
including protocols within which the parties perform on these
promises.”

(Nick Szabo, Smart Contracts: Building Blocks for Digital Markets, 1996)
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Example | - smart rental agreement

re
O - Smart Contract >~ O

payment of u grants
renter monthly rent access tenant

controls
the lock

)]

Smart lock of property
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Example 2 - smart sales agreement

rs
Smart Contract >
buyer {2+ selter

If «delivery of good» = true
then pay purchase price to seller

delivery

o

carrier

T notification of
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Is a smart contract a legal contract?
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Is @ smart contract a legal
contract? e
> The statement of the concurring intentions of the e
parties causes the inception of a contract. b
> Obligation versus Execution
- Obligation / title: concurring intentions: clicks.,...
- Execution: self executing code
> Germany: e I
« Readability is crucial.
> Liechtenstein: i
» Freedom of contract & form. o - o
code source: https://github.com/KingandWoodMallesonsAU/Project-DnA/blob/master/Project%20DnA%20Digital%20Terms 6 29: hcﬂ}zz;?snaln -
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A smart & legal contract?

> The parties want to enter into a smart contract (agreement).
> The parties declare concurring intentions.

> There is no formal requirement.
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«Code is law»?

code source: https://github.com/KingandWoodMallesonsAU/Project-DnA/blob/master/Project%20DnA%20Digital%20Terms
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Code is law - is it that simple? |/2

> Law - no human interpretation?
« Early attempt in the I8th century with Burgerliches Gesetzbuch (BGB)

> The DAO Attack
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The DAO Attack

30+

25+

204
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The DAD raizes
11.5m Ether
(the digital currency on
Ethereum) the equivalent of
The DAO is USD 150m

established by
Slock.it and opens
for investment

16% of total
Ether
2

Slack.it report the
fixing of a bug in
the code of the
DAD which could
allow usersto
withdraw multiple
instances of Ether
fram a single DAO
token

An attacker exploits the bug
that was =aid to be fixed to
siphon off

3,641,691 Ether

the equivalent of approx.

USD 56m

inta a smaller DAD controlled
by the attacker,

The Etherin the smaller DAQ

are 'locked up' for ~ 27 days

Ethereum
developers
siphon tens of
millions of
dollars out of
the DAQ inta
tWo new
contracts to
protect further
attacks

14. Februar 2017 | RA Mag. iur. Thomas Nagele

Calls meunt for a "soft fork’
or 'hard fork' of the DAC
to freeze the funds held in
the smaller DAQ after one is
proposed by Ethereum's
founder on 17 June.

The deadline for a decizion
is 14 July. Without a
decision the funds will be
able to be accessed and
withdrawn by the attacker

Source: http://www.kwm.com/~/media/SjBerwin/Images/Knowledge/Insights/au/2016/06/30/dao-attack-times-figures-infographic.ashx?w=100%25&Ia=en
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Code is law - is it that simple? 2/2

> Good manners § 8/9 ABGB
> Consumer protection laws, transparency rules
> Mandatory forms, e.qg. renunciation of inheritance, last will,...

> Warranty, notification of defects, dissent & errors
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\

Smart rental contract

Limitations by mandatory law
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Case study - smart rental contract 1/3

ry
O - Smart Contract > O

payment of u grants
renter monthly rent access tenant

controls
the lock

)

Smart lock of property
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Case study - smart rental contract 2/3

ry
O - Smart Contract > o

delayed payment of u denies
renter monthly rent access tenant

controls
the lock

3]

locked property
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Case study - smart rental contract 3/3

> Limitations by mandatory law?

 Tenant protection laws
« Good manners § 879 ABGB

> Liabilities?
« Error in code: missing national holidays?
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Conclusion

> A smart contract is not necessarily a legal contract.
> «Code is law» is only half of the story, it is limited by mandatory laws.
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|2 use cases for smart contracts

Current State Future State

9,
e

R

Issuer

Custodian Sub-Custodian

l i Smart Contract

Custodian Sub-Custodian

L) ~

Company

!
-5~ Th—[Th e

Investor Investor

Current Challenges Smart Contract Benefits
+ Paper-based, manual corporate registration * Digitized end-to-end workflows due to
processes securities existing on a distributed ledger
« Companies that fail to keep their corporate * Tft‘ﬁje date PIUIS zero days (T+0) securities
registrations up-to-date require clean-up and settiement cycles
certificate of good standing before issuing * Facilitates automatic payment of dividends and
securities stock splits, while enabling more accurate

. . proxy voting
* Intermediaries increase cost, counterparty risk ; ;
and latency * Removes counterparty and operational risks
created by intermediaries

Link and source: http://digitalchamber.org/smart-contracts/
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Questions?

> You may contact me via e-mail: th@naegele.law

> Visit our blog:
www.naegele.law/blog

14. Februar 2017 | RA Mag. iur. Thomas Négele
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Many thanks for your attention!
Nagele Rechtsanwalte GmbH | Landstrasse 60, 9490 Vaduz | T 237 60 70 | tn@naegele.law





